YTBepKaeHo MpUKa3oM
ot 05.02.2019 r. N2 24/2-opx,

ITonoxkeHue o MMOopSAAKe opraHmnsanm U nMpoBeaeHUS pa60'1'
I10 3allNUTe IIEPCOHAIbHbIX NAHHbIX B I/IH(I)OpMaI.IMOHHbIX CUCTEMAX MNEPCOHAIbHDBIX JaHHDBIX

1. O61Me 10/1I0KeHns

1.1. Hacrosuuee [Tonosxkenne paspaborano B cooTBeTcTBUM ¢ DegepasbHbiM 3akoHOM 152-D3
«O mepcoHaJbHBIX OAHHBIX» (Hmasiee — @DemepasbHBIM 3aKOH), TMOCTaHOBJeHMeM [IpaBuTenbCTBA
Poccmiickoit @epepatmu or 15 cenrsiops 2008 r. N° 687 «0O6 yrBepskmenun Ilonmoskenuss 06
0COOEHHOCTSIX 0O0pabOTKM MEepCOHAbHBIX JAHHBIX, OCYIIECTBIJIIEMOV 6e3 MCIIOb30BaHMS CPENCTB
aBTOMaTH3alMK», mocTaHoBjeHueM I[IpaButenbctBa Poccuitckoin @enmepauum ot 1 Hosiops 2012 r.
N°1119 «O6 yTBepkmeHumu TpeGOBaHMI K 3alllMTe IMEPCOHAJIbHBIX MAHHBIX MHPU UX 0OpabOTKe B
MHGOPMAIIMOHHOM CUCTEME TTePCOHAIbHBIX JaHHbIX.

1.2. Hacrosmee IlonoskeHue peryimMpyer OTHOILIEHMs, CBsS3aHHble C 0OpaboOTKOM
MePCOHAJIbHBIX aHHBIX, OCYIIECTBJISIEMOM C MCIOJb30BAaHMEM CPEICTB aBTOMAaTU3aUMyu win 6e3
VICTIOJIb30BAHMSI TaKUX CPENCTB, ecay 06paboTKa MePCOHATbHBIX JaHHbIX 6€3 MCIOJIb30BaHMS TaKUX
CPeCTB COOTBETCTBYET XapaKTepy AeMCTBUN (OIeparyif), COBepIlIaeMbIX C TEPCOHATbHBIMM JaHHBIMMU
C MCITOJIb30BAaHMEM CpEACTB aBTOMAaTM3alMu, B WMHGOPMAIMOHHBIX CcUCTeMaX MYHUIMIAIbHOTO
610KEeTHOrO 06I1Ie06pa3oBaTeIbHOTO yupekaeHus «CpenHsis o61eobpasoBaTeibHas 1koma N° 12»
MYHUIIMITAIBHOTO o6Gpa3oBaHus ropon HosiGpbcK, SBASIOMMMUCT MHOOPMALMOHHBIMY CUCTEMAaMMU
nepcoHabHbIX AaHHbIX (MUCITIH).

1.3. B I[TonoskeHnn UCITONB3YIOTCS CAEAYIOIIME TEPMUHBI Y X ONPeIeIeHNS:

1) nepconanvhevie OanHvie - mobass MHbOpPMALMS, OTHOCSIIASCS K TPSIMO MJIM KOCBEHHO
onpeesIeHHOMY WM OIpefesieMoMy Gu3udecKoMy July (CyObeKTy MepCOHabHbIX JaHHbBIX);

2) uHpopmayuorHas cucmema hepcoHanvHvix OJdamubix (MCII[IH) - COBOKYITHOCTh
comepkammxcss B 06azaX HAHHBIX IMEPCOHAIBHBIX [AHHBIX M OOecreuMBarolMx UX 06paboOTKy
MHGOPMAIIMOHHBIX TEXHOJIOTUI U TEXHUYECKUX CPEICTB;

3) onepamop (30ecb) — CAaMOCTOSITEJTbHO VI COBMECTHO C APYTMMM JIMIIAMY OpraHU3YIOIINe U
(wn) ocCyIIecTBIAOIME 00pabOTKY IepCOHAJIbHBIX MAHHBIX, a TakKXke OIpeessiolme Iean
06pabOTKM TEPCOHATbHBIX HAHHBIX, COCTAB IEPCOHAJIbHBIX AAHHBIX, MOAJEXKaIMX 06paboTke,
IeiicTBuUs (oTepalnum), COBepIIaeMble C TIePCOHATbHBIMM TaHHBIMMU;

4) obpabomka hepcoHanvHulx OaHHblx — J0OOe HeicTBMe (orepanysi) MM COBOKYITHOCThb
JIeucTBuil (orepanuii), COBepIIaeMbIX C WCIOJb30BaHMEM CpEeACTB aBTOMaTrM3aluu wuam 6e3
VICTIOJIb30BAHMSI TaKMX CPEANCTB C TEepCOHAIbHBIMM JAHHBIMM, BK/IO4Yasi cOOp, 3amuch,
CHUCTeMaTu3allMio, HaKOIUIeHWe, XpaHeHue, yTOuHeHue (OOHOBJIEHMEe, M3MEHEHMe), WU3BJIeUeHMe,
MCIIO/Ib30BaHMe, Tepemauy (pacIpocTpaHeHue, TpegoCTaBjeHue, [OOCTyI), oOe3nunBaHue,
6JIOKMpOBaHNe, yaajaeHne, YHUUTOKEHIE IIEPCOHAIbHBIX JTaHHbIX;

4) asmomamu3suposaHHas ob6pabomka NepcoHalbHblX OaHHblXx — 0O0pabOTKa IMepCOHATbHBIX
JIAaHHBIX C IOMOIIIBIO CPEICTB BHIUMCIUTEILHON TEXHUKM;

5) pacnpocmpanenue nepconanvhbix OaHHbIXx — [EWCTBMS, HallpaBJIeHHble Ha PACKPbITHE
MIePCOHAJIbHBIX JTAHHBIX HEOTIPEeIeJIEHHOMY KPYTY JINUII;

6) npedocmasneHue NnepcoHANbHbIX OAHHBIX — IEUCTBUS, HalpaBJeHHble Ha PpaCKpbITHE
MePCOHAJIbHBIX JTAHHBIX OIpPeeIEHHOMY JIMILY MUJIU ONIpeIeIeHHOMY KPYTY JIUII;

7) 6nokuposaHue NepcoHANbHblX OaHHbIX — BpeMeHHOoe TIpeKpaileHue 06paboTKu
MePCOHAIbHBIX JAHHBIX (33 MCKJIIOUEHMEM CyYaeB, eciyu 0OpaboTka HeoOXoauMa ISl YTOUHEHUS
MepCOHAIbHBIX TIAHHBIX);

8) yHuumostceHue nepcoHanvHvix OAHHbIX — NEUCTBUS, B Pe3yJbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOSKHbBIM BOCCTAaHOBUTbH COZEp>KaHMEe IMepCOHAbHBIX NAaHHBIX B MHOOPMAIIMOHHON CUCTEMeE
MePCOHAJIbHBIX JMAaHHBIX U (WIM) B pe3ysibTaTe KOTOPBIX YHUUTOXKAIOTCS MaTepuajbHble HOCUTENN
MepCOHAIbHBIX TaHHBIX;

9) obesnuuusarue nepcoHANbHbIX OAHHLIX — NEVICTBUS, B PE3ybTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOSKHbIM 0€3 MCIOJIb30BaHUSI AOMOJHUTEIbHON MHGOOPMaLUM OINpeNeauTb MPUHAIJIEKHOCTD
MePCOHAJIbHBIX JTAaHHBIX KOHKPETHOMY CYOBEKTY MePCOHATbHBIX TaHHbBIX;



10) mpancepanuunas nepedaua nepcoHanbHblX OaHHbIX — TIepefada MepCoOHATbHBIX JAHHBIX Ha
TEPPUTOPUIO MHOCTPAHHOTO I'OCYIapCTBa OPraHy BJIACTY MHOCTPAHHOTO T'OCYIapCTBa, MHOCTPAHHOMY
bu3MYeCKOMY JIILY VI MHOCTPAHHOMY IOPUINYECKOMY JIUILY.

2. OCHOBHBbIE€ II0JIOKEHUS 3alUThI IEPCOHATbHBIX JAHHBIX

2.1. enu u comepskaHue 06pabOTKM MEPCOHATbHBIX TAHHBIX OMPEAESIIOTCS B COOTBETCTBUM C
TpebOBaHMSIMM 3aKOHOZATENbCTBA PD.

2.2. O6paboTKa MepCOHATbHBIX JAHHBIX B OPraHM3alMy OCYIIECTBJISIETCS B COOTBETCTBUM C
YTBEPXKIEHHOV OpPraHM3alMOHHO-PACIOPSIUTENbHOM AOKYMEHTAIMeN, ONpenessioiel mpaBuaa u
MpOIIeAYPbI PAOOTHI C ITEPCOHATbHBIMY TAHHBIMU.

2.3. 3amminaemas MHbOpMaIMs B OpraHU3alMM OMPEeAessieTcs] B COOTBETCTBUMU C [lepeuHem
CBeJIeHMH, MTOJIeKAIMX 3allyTe.

2.4. be3omacHOCTb MepCOHAbHBIX AAHHBIX B OPraHM3alMU MPU UX 06paboTKe obecreunBaeT
o pasfesieHne, OCyIIeCTBIIsSIolIee 06pabOTKy ePCOHATbHbBIX TaHHbIX.

2.5. Be3omnacHOCTb MePCOHATIbHBIX JaHHBIX MPU X 00paboTKe B MH(MDOPMALMOHHOV CHUCTEME
0ob6ecrieunBaeTCsi C TOMOINbIO CUCTEMbI 3alUThl TEPCOHAIBHBIX MTaHHBIX, HENTPAIN3YIOIIEN
aKTyaJibHbIe YTPO3bl, ONpeIe/ieHHbIe B COOTBETCTBMM C YacThio 5 ctaThy 19 ®@enepanbHoro 3akoHa «O
MePCOHAIbHBIX TaHHBIX ».

2.6. Cucrema 3allAThI NMEPCOHAIBHBIX JAHHBIX BK/IIOYAeT B cebs opraHM3alyoHHble U (VIIn)
TeXHMYECKME Mepbl, OIpeJejieHHble C YYeTOM aKTyaJbHBbIX yIpo3 0e30MacHOCTM IePCOHATbHbIX
JAHHBbIX ¥ MHPOPMAILIMOHHBIX TEXHOJIOTMIA, UCIIOIb3YEMbIX B MHPOPMALIMOHHBIX CUCTEMAX.

2.7. Beibop cpencTB 3ammThl MHGOPMAIMM IJIS1 CUCTEMbI 3allAThI MEPCOHATbHBIX TaHHBIX
OCYILIECTBJISIETCS YIIOJITHOMOYEHHBIM JIMIIOM oreparopa 1o 3amure [1H

2.8. UCIIdu saBasgerca uUHGPOPMALMOHHON CUCTEMOM, 0OOpabaThiBalolIel CIeliaJlbHble
KaTeropuy IepCOHANbHBIX [aHHBIX, €CAM B Hel o00pabaTbIBalOTCS TE€PCOHAJIbHbIE [TaHHBIE,
Kacarolyecs pacoBOM, HAIIMOHAIbHON MPUHAIJIESKHOCTH, MIOJIUTUYECKUX B3TJISIIOB, PEJIUTMO3HBIX WA
bunocohckux yOeKIEHMI, COCTOSHMUSI 3I0pPOBbSI, MHTUMMHOM >XM3HM CYOBEKTOB IEPCOHAJbHBIX
TIaHHbBIX.

2.9. UCII[In sBnsercs MHGOPMAIMOHHOM CHCTEMOM, oOpabaThiBarolleil OuoMeTpudeckue
MepCoHaJIbHbIE JIaHHbIE, €C/JM B Hell 00pabaThIBAIOTCSI CBEOEHMSI, KOTOpPbIe XapaKTepU3YIOT
busmosiornyeckue ¥ OUOJIOTMYECKME OCOOEHHOCTM YeJIOBeKa, Ha OCHOBAHMM KOTOPBIX MOSKHO
YCTaHOBUTb €ro JIMYHOCTb M KOTOpbIE MCIIOJb3YIOTCS OINEepaTopoM MIJjIsl YCTAHOBJIEHUSI JIMYHOCTU
cy6beKTa MePCOHATbHbIX ITaHHBIX, M He 00pabaThIBAIOTCS CBEAEHMS, OTHOCSIIMECS K CIelaIbHbIM
KaTeropusiM MepCOHAIbHbIX TaHHBIX.

2.10. UCII[dH sgBnsgercs MHOOPMAIMOHHOM CUCTEMONM, OOpabaThIBAIOIIEN OOIIEIOCTYITHbIE
MepCoHaJIbHbIE [TaHHblE, €CAM B HeM 00pabaThIBAIOTCS TEPCOHAJIbHbIE HaHHbIE CYOHEKTOB
MEePCOHAJIbHBIX JAHHBIX, ITOJYUYEHHbIE TOJBKO M3 OOIIEIOCTYIMHBIX MCTOYHMKOB IEPCOHATbHBIX
IIaHHBIX, CO3aHHbIX B COOTBETCTBUM CO cTaThel 8 DenmepanbHOro 3akoHa «O MmepCcoHabHBIX TaHHBIX».

2.11. UCII[IH siBnsteTcst MHOOPMAIMOHHOM CHCTEMOM, OOpabaThIBaIOIIEN MHbIE KaTeropum
MepCOHAIbHBIX JTAHHBIX, €CJM B Heli He 0O0pabaThIBAIOTCS CIelaIbHbIe KaTeropuy MepCOHATbHBIX
IaHHBIX, OMOMETPUYECKYE TIepCOHAIbHbIE JaHHbIE VI OOIIEeIOCTYITHbIE TEPCOHA/IbHbIE JaHHbBIE.

2.12. UCII[In gaBnsercsa MHGOPMAIMOHHOM CHCTeMOM, 00pabaTbiBalollieil IepCOHaJbHbIE
JIlaHHble COTPYIHMKOB OIlepaTopa, ecyiM B Heil 0OpabaThIBAlOTCS IE€pPCOHAIbHbIE MAaHHBbIE TOJIbKO
YKa3aHHBIX COTPYIHMKOB. B OCTa/IbHBIX CiTyvasx MHGOOPMAIMOHHAsST CMCTeMa TePCOHATbHBIX JaHHbBIX
sIBIsIeTCSl  MH(OPMAIIMOHHOM CUCTeMOM, obOpabaTrbiBalollleii TepcoHabHble HaHHbIE CYOBEKTOB
MIePCOHAIbHBIX JTAHHBIX, He SIBJISTIOIIMXCSI COTPYIHMKAMM OIlepaTopa.

3. OcHOBHBIE I10/I0KEHNMA 00Pa0dO0TKM MePCOHATbHBIX JaHHbIX

3.1. O6paborka nepcoHaabHbiX maHHbIX B MCIIH ocyliecTBaseTcss B COOTBETCTBUM C
TpeboBannaMy DegepasbHOro 3akoHa «O MepCcoOHaNbHBIX JAHHBIX», HOPMATUBHBIX ¥ METOIMUYECKUX
JOKYMEHTOB YITIOJJTHOMOYEHHBIX (heepajbHbIX OPraHOB MCIIOJHUTEIbHOM BJIACTM IO OOEeCIeUeHMIO
6e30I1aCHOCTY MTePCOHATbHBIX JAaHHBIX, a TaK K& HOPMaTMBHO-TTPABOBbIMM aKTaMM ¥ OpraHM3aliOHHO-
pacriopaanTeIbHbIMM JOKYMEHTaMU OpraHM3alumn.



3.2. OmepaTopoM OCYIIECTBJISIETCS OIpeneseHne ypoBHA 3ammiieHHoct IIJIH B
cootBercTBuM ¢ IlocraHoBnenmem IIpaButenbcrBa poccuiickon @eneparym or 01.11.2012 N2 1119
«O6 vyTBepKIeHMM TpebOBaHMII K 3allUTe IEepPCOHAJbHbIX [aHHBIX MpU UX 00paboTke B
MH(POPMAIIMOHHBIX CHCTEMAaX IMEePCOHAJbHBIX NAHHBIX» B 3aBUCUMMOCTM OT THUIIA yTPO3, KaTeropuu
06pabaThiBaeMbIX MAAHHBIX M UX OObema. Pe3ysbTarhl omnpeneseHUs] YPOBHS 3alIUIEHHOCTU
obopMIISTIOTCSI AKTOM M YTBEPSKIAIOTCSI PYKOBOJIMUTEIEM OpraHM3aIlMA.

3.3. Tlpuka3om pyKOBOOMTEIS] HA3HAYAeTCS COTPYOHMK, OTBETCTBEHHBIM 3a 3allUTy
MepCOHAIbHBIX JaHHbBIX (agMuHMCTpaTOp 6e3omacHocTu [1]1H), onpenensieTcs epeueHb MTOMEIIEHN,
B KOTOpBIX paspeleHa o6paborka I[I/IH, u mepeueHb MO/DKHOCTHBIX JIMII, YITOJTHOMOYEHHBIX Ha
06paboTKy MePCOHATbHBIX TaHHBIX U (MJIM) UMEOIIUX JOCTYII K MTePCOHATbHBIM JaHHBIM.

3.4. Jluua, gomylieHHbIe K 06paboTKe MepCOHATbHBIX TAHHBIX, B 00513aT€JIbHOM MOPSIIKE TIO,
pOCIMCh 3HAKOMSITCS ¢ HacTosimM [TosioskeHneM ¥ MOANMCHIBAIOT 00SI3aTe/IbCTBO O HEpasrJjalleHne
mHbopMaImm, cogepskailieii mepcoHaIbHbIe JaHHbBIE.

4. ITopsanoK 06padOTKM IMEePCOHATbHBIX JTAHHbBIX

4.1. IlepconanbHble naHHble IpakgaH (cyobekToB [I/IH), He SBISIOUMXCS COTPYLHUKAMMU
orneparopa, 06pabaTbhIBalOTCsI CTPOTO B CBSI3U C OCYIECTBJIEHVEM Y BbITIOJTHEHMEM BO3JIOXKEHHBIX Ha
Hero GYHKIMIA, TOJTHOMOYMI U 00SI3aHHOCTEN.

4.2. TpeboBanusi K 06pPabOTKe OIEPATOPOM WMHBIX KaTeropmili IEPCOHAJbHBIX HAAHHBIX
UIEHTUYHbI 1.4 HacTosero [TonoskeHus.

4.3. Cyo6bekrt [I/IH MMeeT mpaBo Ha MoJydYeHMe MHGOPMAaLVM, Kacarollencs o0paboTKy ero
MePCOHAJIbHBIX JTAHHBIX, B TOM YMCJIe COIepsKallleif:

1) nonTBepkaeHMe GakTa 06PabOTKM MEPCOHATBHBIX JAHHBIX ONIEPATOPOM;

2) MpaBOBbIE OCHOBAHMS U 1111 00pabOTKY EPCOHATbHBIX TaHHbBIX;

3) Hmeau U IpUMEHSIEMbIE OIIepaToOpoM cItocoObl 06paboTku I111H;

4) HaMMEHOBaHMe ¥ MeCTO HaXOKAEeHWsl orepaTopa, CBeleHMs O JiMLax (32 UCKIUYeHMeM
pabOTHUKOB oOllepaTtopa), KOTOpble MMEIOT AOCTYN K MepCOHAJbHbIM JAaHHBIM MJIM KOTOPbIM MOTYT
OBITb PACKPBITHI ITePCOHAIbHBIE JaHHbIE HA OCHOBAaHMM JJOTOBOpA C OMEepaTOpOM MM Ha OCHOBAHUM
(dbenepasbHOro 3aKOHA;

5) o6pabarbiBaeMble MepPCOHATbHbIE JAaHHbIE, OTHOCSIIMECS K COOTBETCTBYIOIIEMY CYOBEKTY
MepCOHAIbHBIX TAaHHBIX, UCTOYHMK UX MTOTyUYEeHUSsI, €CJIY MHOM MOPSIOK MPeICTaBIeHMs TaKUX TaHHBIX
He MpeyCMOTpeH defepasbHbIM 3aKOHOM;

6) cpoky 06pabOTKY NePCOHAbHBIX JAaHHBIX, B TOM YMCJIe CPOKU UX XpaHEeHUS;

7) TOpPSNOK OCYIIECTBIE€HUS CyObEeKTOM TepCOHAJIbHBIX MAHHBIX MpPaB, MPeLyCMOTPEHHbIX
HacTosium PeiepaibHbIM 3aKOHOM;

8) mHdopmalmio 06 OCYIIECTBJIEHHON WM O TpeAIojaraeMoi TPaHCTPaHUYHON Iepegave
JlaHHbBIX;

9) HauMeHOBaHMe UM GaMUIINIO, MMSI, OTUECTBO U aJpec NI, OCYIIECTBIISIIONIEro 06paboTKy
MepCOHAIbHBIX TAaHHBIX MO TTOPYUYEHMIO OrepaTopa, eciau o6paboTKa rnmopyveHa win OyaeT mopyueHa
TaKoOMY JINITY;

10) unHble cBemeHMsl, MpeAyCMOTPeHHbIe HacTOsIMM DefepasibHbIM 3aKOHOM WJIM OPYTUMU
(bemepasbHBIMM 3aKOHAMM.

4.4. TlpaBo cyobekrTa I1/IH Ha JOCTYT K €ro MepcoOHaIbHBIM JAHHBIM MOSKET ObITh OI'PAaHNYEHO
B COOTBETCTBUU C defepayibHbIMM 3aKOHAMM, B TOM UMCJIE €CJIN:

1) obpaboTka MmepCcoOHAIbHbIX AAHHBIX, MOJIYYEHHbIX B pe3yJbTaTe OMNepaTMBHO-PO3bICKHOM,
KOHTppa3BeIbIBaTeIbHOM M pa3Be[bIBaTeIbHON AESITEbHOCTM, OCYIIECTBISIETCS B LIeIsIX OOOPOHBI
CTpaHbl, 6e30MaCHOCTY TOCYIapPCTBA M OXPaHbI MPABOMOPSIIKA;

2) o6paboTka TMepCOHATBHBIX [AHHBIX OCYIIECTBJISETCS OpraHaMy, OCYILIEeCTBUBIIVMU
3amepskaHue cyobekta [1/JH o momo3peHuio B COBepIIeHUM MPeCcTyIIeHus, MO0 MpeabsBUBIIMMU
cyobekTy I1[IH OOGBMHEHME TIO YTOJIOBHOMY ey, JMb60 MpUMeHuBIIMMMU K cyobekty [I/IH mepy
npeceueHus] MO TIpeAbsIBJIeHMS] OOBUHEHMS, 3a MWCK/IIOYEeHMEM IMpeqyCMOTPEHHBIX YTOJIOBHO-
MPOLIeCCYaJIbHBIM  3aKOHOZATENbCTBOM Poccuiickon @Depepauyy  cjrydaeB, €CIM  JIOMYyCKaeTCs
O3HaKOMJIEHMe TI0/I03peBaeMOro My OOBMHSIEMOTO C TaKMMM MEPCOHAIbHBIMU JaHHbIMMA;

3) 06paboTKa MepCOHATBHBIX TaHHBIX OCYIIECTBIISIETCS B COOTBETCTBUM C 3aKOHOHATETHCTBOM
O TIPOTUBOAENCTBUM Jieraausaiuu (OTMBbIBAHMIO) [TOXOMAOB, IOJIYYEHHBIX IPECTYITHBIM ITyTEM, U
(buHaHCUPOBAHUIO TEPPOPU3MA;



4) mocTtyn cy6beKTa mepCcoHaJbHbIX JAHHBIX K €ro IMepCoHaabHbIM JaHHbIM HapylllaeT IpaBa u
3aKOHHBbIE MHTEePpEeChI TPETbUX JIUII;

5) o06paboTka MepCcOHaJbHBIX [JAaHHBIX OCYIIECTBISETCS B CIy4asx, IIPeIyCMOTPEHHbBIX
3aKOHOmaTeIbCTBOM Poccuiickon demepanyyt 0 TPaHCIIOPTHONM 6€30IMaCHOCTH, B 1IeJIIX 0OecreyeHus
YCTOMYMBOIO U 6€30MacHOro (PyHKIMOHMPOBAHMUS TPAHCIIOPTHOTO KOMILJIEKCa, 3allAThl MHTEPECOB
JIMYHOCTM, OOIIECTBAa ¥ TOCydapCcTBa B cdepe TpaHCIOPTHOTO KOMILIEKCA OT aKTOB HE3aKOHHOTO
BMeIlIaTe/IbCTBA.

4.5. Omeparop 00s13aH HEMeJIEHHO IPEKPaTUThb Mo TpeboBaHmio cyobekta [1]JH 06paboTKy
€ro MepCOHAJIbHbIX TaHHbIX.

5. ITopsimok 00paboOTKM MEPCOHAIBHBIX JAHHBIX C MCIIOIb30BaHMEM CPE/ICTB

aBTOMAaTU3aLMU

5.1. O6pa6oTka MEepPCOHAJIbHbIX [OAaHHBIX C MCIIOJb30BaHMEM CPEICTB aBTOMAaTU3aIUU
OCYIIIECTBJISIETCSI B COOTBETCTBUM C TpeboBaHmsiMM IoctaHoBieHus [IpaBurtenbctBa Poccuiickon
®epepatmn or 1 Hos6ps 2012 r. N° 1119, HOpPMATMBHBIX UM METOAMYECKUX JTOKYMEHTOB
YIIOJTHOMOYEHHBIX (heJiepasbHbIX OPraHOB MCIIOJHUTEIbHON BJIACTU IO ObecredyeHno 6e301MacHOCTI
MEePCOHAJbHBIX JAHHbIX, @ TaK »JXe HOPMATMBHO-TIPABOBbIMM aKTaMM WM OPraHM3aIIOHHO-
PacIopsiAUTENIbHBIMY JOKYMEHTAMM OpraHu3alyin.

5.2. Tpe6oBauust K 3aiurte mepcoHanbHbIX AaHHbIX B VICIIIH ompenensroTcss UCXOms U3
ompefeseHHOro ypoBHST 3ammineHHOCTV II[lH M cocraBa akKTyaJibHBIX Yrpo3 0Oe30MacHOCTU
MEePCOHAIbHBIM JTAHHBIM.

5.3. Ilox axkTyaJbHBIMM YIpo3aMy 6€30MaCHOCTM I1€PCOHAJbHBIX [JAHHBIX TOHMMAETCS
COBOKYITHOCTb YCJIOBUI U (DaKTOPOB, CO3AAIOIIMX aKTyaJIbHYIO OMMaCHOCTb HECAHKIIMOHMPOBAHHOIO, B
TOM UMCJIe CTYYaifHOTO, IOCTYIIa K MEePCOHAJIbHBIM JaHHBIM IIPU X 00paboTKe B MHGOPMAIMOHHOM
cucTeMe, pe3yJabTaTOM KOTOPOV MOTYT CTaTh YHMYTOXKEHME, W3MeHeHue, OJIOKMpoBaHMeE,
KOTIMPOBaHMe, IIPeAOCTaBjeHe, pacCIpOCTpPaHEHMe I[IepCOHAIbHBIX [aHHBbIX, a TaKke WHbIe
HeIlpaBOMEPHbIE AEeCTBMSI.

5.4. Onpenenenue Tuma yrpo3 6€30MaCHOCTM IIePCOHAIbHBIX MNAHHBIX, AKTYaJIbHbIX [IJIS
MHMOPMAIMOHHOM CUCTEMbBI, ITPOU3BOAUTCS OIMEPATOPOM C YYETOM OILIEHKM BO3MOXXHOTO Bpena,
IIPOBEIEHHOII BO MCITOTHeHMe MyHKTa 5 yactu 1 crateu 18.1 ®denepanbHoro 3akoHa «O mepcoHaabHbIX
JIAHHBIX», ¥ B COOTBETCTBMM C HOPMATUBHBIMM IIPABOBBIMM aKTaMM, TPUHSITHIMM BO UCIIOJTHEHYE YACTU
5 cratbu 19 depepanbHoro 3akoHa «O MmepCcoHaNbHbIX JAHHBIX».

5.5. [lna obecrieueHust TpeGyeMOro ypOBHS 3allIMIIIEHHOCTY MepCOHAIbHBIX MaHHBIX MPU UX
o6paboTtke B UCIT/IH HE06XOAMMO BBITIOJHEHNE CJIEAYIONIVX TPeOOBaHMIA:

a) opraHmsanus pexkuma obecrieueHuss 6e30ImacHOCTM TOMEIEHUN, B KOTOPbIX pasMelleHa
MHGOPMAIIMOHHAS CUCTEMA, MTPEMSITCTBYIOIIETO BO3MOXXHOCTY HEKOHTPOJIMPYEMOTO MPOHUKHOBEHMS
VIV TIPeOBbIBAHMS B 3TUX TIOMEILIEHMSIX JINI, HE MMEIOIIX MpaBa JOCTYIIa B 3TU ITOMEIIEHNST;

6) obecrieueHre COXPAaHHOCTY HOCUTEJIEN TTepCOHAIbHBIX JaHHbIX;

B) YTBEPKIEHME PYKOBOAUTEJIEM OIlepaTropa IOKYMEHTa, ONpeNessiolIero IepeueHb JIAII,
IIOCTYIT KOTOPBIX K IepCOHAJIbHBIM HaHHbIM, OOpabaThbIBaeMbIM B MH(OPMAIMOHHOW CUCTEME,
HeOOXOAVM [IJIsT BHITTOJTHEHWSI UMY CJTYKEOHBIX (TPYAOBBIX) 00SI3aHHOCTEI;

') UCTIO/Tb30BaHMe CPEeNCTB 3allMThl MHGOpPMAaLMM, IPOUIEAIINX IPOLEIYyPY OLEHKA
COOTBETCTBUSI TpeboBaHMSIM 3akoHomaTesbcTBa Poccuiickon Depepaiivmu B 06JIacTH 0becrieueHust
6e3ormacHOCTM uHOpManuu, B Cjaydae, KOrjga IIpMMeEHEHMe TaKUX CpPeICTB HeoOXOAMMO JIst
HeNTpaIN3alyy aKTyaJbHbIX YTPO3;

1) Ha3HAYEHO JIOJIKHOCTHOE JINIIO (pabOTHMK), OTBETCTBEHHBIN 3a obecrieueHme 6e30macHOCTH
MepCOHAbHBIX TAHHBIX B MH(POPMAIIMOHHON CUCTEME;

e) TonjepsKaHMe B aKTyaJbHOM COCTOSIHMM SJIEKTPOHHOTO JKypHasla COOOIIEHWIA,
omnpepeneHHOro nocraHosseHneM IIpasurenbctBa PO ot 1 Hosi6pst 2012 1. N2 1119.

5.6. He nomyckaetcst o6pa6oTKa nepcoHaabHbiX gaHHbIX B ICIT/IH ¢ Mcnoib30BaHeM CPeCTB
aBTOMAaTU3alUY IIPU OTCYTCTBUM:

- YTBEPXKIEHHOM OpPraHM3alMOHHO-PACIOPSIANTEIbHOM TOKYMEHTAUMM O TOpsiaKe paboThl U
sammutel  [IJJH B opranmsaimu, BkIouvamonmx akT kiaaccubuxkauuy WCIIIOH, uHCTpyKIMK
MOJIb30BaTENSI, aaMMHMCTpAaTOpa Oe30MacHOCTM, II0 OpraHu3aluy aHTUBUPYCHOM  3alllUTHI,
MCIIOJIb30BaHMSI CPEICTB 3aIMThI MHMOOPMALIUY U IPYTUX HOPMATUBHBIX ¥ METOANYECKNX TOKYMEHTOB;



- HACTPOEHHBIX CPEICTB 3allMThl OT HECAHKIIMOHMPOBAHHOTO AOCTYIIA, CPEICTB aHTUBUPYCHO
3aIlIMThI, PE3€PBHOTO KOMMPOBaHMS MHGOPMAIMK U OPYTUX MPOrPaMMHBIX ¥ TEXHUYECKUX CPENICTB B
COOTBETCTBUM C TpeOOBaHUSIMM 6€30MaCHOCTY MHPOPMAIINN;

- OXpaHbl M opraHmsanuu pexkuma pomycka kK pecypcam MWCIIIH u B mnomereHus,
npegHasHaueHHbIe 151 00pabOTKY IePCOHATbHBIX TaHHbBIX.

5.7. 3ampelijaeTcst MpUHATIE Ha OCHOBAHUY MCKIIOUMTEIBHO aBTOMAaTMU3UPOBAHHOI 06paboTKM
MEePCOHAJIbHBIX [TaHHBIX peIleHMii, MOPOXKIAIIINX HOPUINYECKMe TIOC/IeICTBUS B OTHOIIEHUA
cyobekTa [1/1H vy MHBIM 06pa30M 3aTparMBaloIMX ero mpaBa M 3aKOHHbIE MHTEPECHI.

5.8. Peitienne, noposkaaroliiee I0puanuecKme mocjaeacTBus B oTHoleHnu cyobekta [1IH mamn
MHBIM 00pa30M 3aTparuBalolllee ero rmpaBa ¥ 3aKOHHbIE MHTEPEeChl, MOKET ObITb TPUHSTO HA OCHOBAHUM
VICKJTIOUMTEJIbHO aBTOMAaTU3MPOBAHHOM 0OPabOTKM €ro MepCOHAIbHbIX JaHHBIX TOJIBKO IMPU HAJIMUUA
coryiacusi B mucbMeHHOM opme cybbekTa [T/IH i B cirydasix, IpeayCMOTPEeHHbIX GbeaepaabHbIMU
3aKOHaMM, YCTaHaBJIMBAIOIIMMM TaKKe Mepbl 0 0OecredyeHuIo COOJIOMEeHNUsT MpaB M 3aKOHHBIX
mHTepecoB cyobekTa [1/1H.

5.9. Onepatop 06s13aH pasbACHUTb CyObeKTY IT/IH MOpSIOK IPUHATHUS PellieHns Ha OCHOBAHUMI
MCKJTIOUMTEIbHO aBTOMATU3MPOBAHHOM OOpPabOTKM €ro IepCOHAJbHbIX MAHHBIX U BO3MOSKHbIE
IOPUAMYECKME TMOCJIEACTBUSI TAKOI'O pelleHMs], IPeJOCTaBUTh BO3MOXXHOCTh 3asBUTh BO3pPa’KEHME
MIPOTUB TAKOT'O peIIeHNs, a TaKKe pa3bsICHUTh TMOPSIOOK 3ammThl cyobektom IIIH cBOMX mpaB u
3aKOHHBIX MHTEPECOB.

5.10. Oneparop 06s13aH pacCMOTPETb BO3Pa’KEeHMe, B TeueHue TPUILATH OHEeM CO JHS ero
MOJIYYEHNSI ¥ YBEAOMUTh CYOBEKTa MEPCOHAJIBbHBIX HAHHBIX O PE3YJIbTaTax pPacCMOTPEHMSI TaKOIo
BO3PaKEHMSI.

6. Mepbl, HanipaB/IeHHbIEe Ha obecrieyenne 6esonacHocty IT/1u

6.1. Oneparop o6si3aH NMPUHMMATb Mepbl, HEOOXOOVMMbIE M IOCTAaTOUYHbIE IJISI OOecredyeHmust
6e30MacCHOCTH MePCOHAIbHBIX JAHHbBIX.

6.2. ObecmeueHyne 6e30MaCHOCTY IIEPCOHATBHBIX JAHHBIX TOCTUTAETCS:

1) ompenenenvem yrpo3 6e30MACHOCTY IePCOHAJbHBIX [aHHBIX TPU UX 00paboTke B
MH(POPMAIMOHHBIX CHCTEMaX ITepCOHAIbHbBIX JaHHBIX;

2) TIpYMEHEHMEM OpraHM3alMOHHBIX M TEXHUYECKMX Mep I0 obecrevyeHuio 6e30MacHOCTU
MIePCOHAIbHBIX JAHHBIX MPU UX 006paboTKe B MH(GOPMALMOHHBIX CUCTEMAaX IMePCOHAJIbHBIX JTaHHBIX,
HeoOXOIMMBIX JIJISI BBITTOJHEHMST TpeOOBaHMI K 3alLMTe IepCOHATbHBIX JaHHBIX, MCIIOJHEHMe KOTOPbIX
obGecrieurBaeT ycraHoBjieHHbIe [TpaBuTenbcTBoM PD ypoBHM 3alLIMILIEHHOCTH ITePCOHaIbHBIX JaHHbIX;

3) NMpMMeHEeHMEM IPOIIEIINX B YCTAaHOBJIEHHOM IOPSIKE MPOIEayPYy OLIEHKM COOTBETCTBUS
CpeACTB 3alUThl MHGOpMaLyn;

4) oueHkoii 35(GGEeKTMBHOCTY TMPUHMMAEMBIX Mep II0 obecreyeHn0 6e30MacHOCTU
MePCOHAJIbHBIX [TaHHBIX IO BBOAA B JKCIUIyaTalui0 MHGOPMAIMOHHON CUCTEMbI I€PCOHAIbHbIX
JaHHBIX;

5) yueToM MallIMHHBIX HOCUTEJIEH TepCOHATbHBIX TaHHBIX;

6) obHapyykeHMeM (HaKTOB HECAHKIMOHMPOBAHHOTO MOCTyIa K IMEPCOHAJbHBIM HTAaHHBIM U
MIPUHSTHEM Mep;

7) BOCCTAaHOBJIEHMEM II€PCOHAIbHBIX MTaHHBIX, MOAUGUIMPOBAHHBIX MM YHUUTOKEHHBIX
BUJIEICTBYE HECAHKLIMOHMPOBAHHOIO JOCTYIIA K HUM;

8) vycraHOBJEeHMEM TIpaBMJI [OCTyIla K IIepCOHAJIbHBIM [JaHHbIM, 0OOpabaThbIBa€MbIM B
MHGOPMAIIMOHHOM CHCTEME IepCOHATIbHBIX MAHHBIX, @ TaKKe obOecIleueHMeM pPerucTpauuy U ydera
BCeX [IEeMCTBUI, COBepIIaeMbIX C II€PCOHAJbHBIMM [JaHHBIMM B MHAOPMAIMOHHOM CHUCTEeMe
IIepPCOHAJIbHBIX JaHHBIX;

9) KOHTpoOJIEM 3a NMPUMHMMAEMBbIMM MepamMy IO ObecIrieueHuIo 6e30MacCHOCTM TEPCOHATbHBIX
JaHHBIX U YPOBHS 3alMIIEHHOCTI MH(GOPMAILMOHHBIX CUCTEM Ie€PCOHATbHBIX JaHHBIX.

6.3. K mepam obecrieueHnss 6€301aCHOCTY ITePCOHAILHBIX JaHHbBIX OTHOCSTCS:

1) Ha3HaueHMe OIepaTopoM, SIBJSIONIMMCS IOPUAMYECKUM JIMIIOM, OTBETCTBEHHOTO 3a
opraHmsaiyio o6paboTKY IMepCOHAIbLHbBIX JaHHBIX;

2) u3maHue OrepaTopOM, SIBJISIFOIIVIMCSI IOPUAMYECKUM JIMIIOM, TOKYMEHTOB, ONpPeaessIOInX
MOJIMTUKY OIlepaTopa B OTHOIIEHUM OOpabOTKM IepPCOHATbHBIX JAHHBIX, JIOKAJIbHBIX aKTOB IO
BOIpocaM OOPabOTKM MEPCOHAJNbHBIX MOaHHBIX, & TaKKe JIOKAJIbHBIX aKTOB, YCTaHABJIMBAIOLIMX



MpoIeAypbl, HaIlpaBJIeHHble Ha IIPeAOTBpAIlleHMe ¥ BbISIBJIEHME HapYIIeHU! 3aKOHOIaTebCTBa
Poccuiickoit Denepanyy, ycrpaHeHMe MOCAeACTBUI TaKUX HapYIIEHUI;

3) mnpuMeHeHMe IIPaBOBbIX, OPraHM3ALMOHHBIX M TEXHUMUYECKUMX Mep II0 0OecrevyeHuIo
6e30MacHOCTY MEePCOHAJbHBIX JaHHBIX B COOTBETCTBMM CO cTaThel 19 Hacrosiero demepabHOrO
3aKOHa;

4) ocylIecTB/ieHNe BHYTPEHHEro KOHTPOJS ¥ (MIM) ayauTa COOTBETCTBUS O0OpabOTKMU
MePCOHAIbHBIX JAHHBbIX HacTtosieMy PemepasbHOMY 3aKOHY M IPUHSITHIM B COOTBETCTBUM C HUM
HOPMATMBHBIM IIPaBOBBIM aKTaM, TpeOOBaHMSIM K 3alllATe IePCOHAJbHBIX [JAHHBIX, ITOJUTHUKE
oreparopa B OTHOIIIEH!M 00pabOTKY ITepCOHAIbHBIX JAaHHBIX, JIOKAJIbHBIM aKTaM OIepaTopa;

5) otieHka Bpe/ia, KOTOPbIii MOKET ObITh IIPUUMHEH CYOhEKTaM e PCOHAIbHBIX TaHHBIX B C/TyUae
HapylIeHus Hacrosilero @emgepaabHOro 3aKOHA, COOTHOIIEHME YKAa3aHHOTO Bpeaa M IMPUHMMAaeMbIX
OIepaTopoM Mep, HalpaBJIEHHbIX Ha oOecrievyeHye BbITTOJHEHMSI OOSI3aHHOCTEN, MPeqyCMOTPEHHbIX
HacTosmM PefepasbHbIM 3aKOHOM;

6) o3HaKOMJIEHME PAabOTHMKOB OIEpaTopa, HEMOCPEICTBEHHO OCYIIECTBJISIONINX 00pabOTKY
MEePCOHAJIbHBIX JaHHBIX, C TIOJIOKEHMSIMM 3aKOHoaaTenabcTBa Poccmiickoii  ®Depepaiyu o
MEePCOHAJIbHBIX [MaHHBIX, B TOM YNMCJIe C TpebOBaHMSIMM K 3allMTe IePCOHAJTbHbIX TaHHbBIX,
JOKYMEHTaMM, OIpPeNeISIOIIMMM IOJUTUKY OIlepaTopa B OTHOIIEHMM OOpabOTKM IepCOHAIbHBIX
IIaHHBIX, JIOKAJIbHBIMM aKTaMM IO BOIIPOCaM 0O6PabOTKYM MEepCOHATbHBIX MAaHHbBIX, U (M) OOyYeHue
YKa3aHHbIX paGOTHUKOB.

6.4. Onepatop 006s13aH OMyOJMKOBATh WIM MHBIM OOpa3’oM OOECIeUMTh HEeOrpaHMYEHHbI
JOCTYIl K JIOKYMEHTY, OIpPeNesIOlIeMy ero IOJUTUKY B OTHOIIEHMM OOpabOTKM IepCOHAIbHBIX
IIaHHbBIX, K CBEIEHMSIM O Peayin3yeMbIX TPeOOBaHMSIX K 3allATE TIEPCOHATbHBIX JaHHbIX.

6.5. Oneparop 06s13aH IIpenCTaBUTh OOKYMEHTBI ¥ JIOKAJIbHbIE aKThl M (MJIM) MHBIM 0Opa3oM
MOATBEPAUTD TPUHSTHE MEP IO 3aIlpoCcy YIOJHOMOYEHHOTO OpraHa IO 3alllUTe MpaB CyObeKTOB
MIePCOHAJIbHBIX JaHHBIX.

6.6. [1y1g BBITIOSTHEHMS pabOT M OKa3aHus YCIYT MO obecreyeHno 6e301macHOCTM ePCOHATbHbBIX
JaHHBIX MOTYT IIPMBJIEKATbCS Ha [JOTOBOPHOM OCHOBE CIelMaM3MpPOBAaHHbIEe OpraHusaluu -
ymiensuatel @CTOK Poccum o TexHU4ecKo 3aiyure KOHPUIEHIMaIbHOM MHOOPMAaIINA.

7. I1opsiiOK KOHTPOJISI U OTBETCTBEHHOCTh AO/IKHOCTHBIX JINII

9.1. KoHTposb 3a BBINOJHEHMEM HACTOSIIMX TPEOOBaHMI OPraHU3yeTCsS M ITPOBOIUTCS
OIepaToOpPOM CaMOCTOSITETbHO U (VM) C TIPUBJIEUEHMEM Ha JOTOBOPHOM OCHOBE IOPUAMYECKUX JIUI] U
VHIVBUAYAJIbHBIX INPeINpPUHUMATEEeN, MMEIOIINX JIUIIEH3MIO HA OCYILIECTBJIEHNE AEeSITeJIbHOCTU IO
TEXHMYECKON 3aluTe KOHGUIEHIIMATbHON MH(pOpMany. YKa3aHHbIN KOHTPOJIb IPOBOAMUTCS HE PesKe
1 pasza B 3 roga B CpOKM, OpeaessieMble OIlepaTopOM.

9.2.  KoHTposb ¥ Ham30p 3a BbHIMTOJHEHMEM OPTraHMU3AIMOHHBIX ¥ TEXHUYECKUX Mep II0
obecrieyeHNI0 0Oe30IMACHOCTM IIE€PCOHAJIbHBIX HAHHBIX B TOCYJapCTBEHHBIX MH(MOPMALMOHHBIX
CUCTeMax MepCOHAIbHBIX TAHHBIX OCYIIECTBIISIIOTCS (peiepaibHbIM OPTaHOM MCIIOJIHUTETHbHOM BJIACTH,
VIIOJIJHOMOYEHHBIM B  obylact  obecrieueHust 6e30macHOCTH, M (¢emepaJibHbIM  OpPraHoM
MCIIOJIHUTEIbHOM BJIACTH, YIIOJITHOMOUYEHHBIM B 00/1aCTY TPOTUBOAEMCTBIS TEXHUUECKMM pa3BeaKaM U
TeXHMUYECKOM 3aIllMUThl MHGOpMAaIMM, B MHpedeaax MX IIOJHOMOUYMI M 0Oe3 IpaBa O3HAKOMJIEHMSI C
MepCOHAIbHBIMM JTaHHbIMM, OOpabaThbIBaeMbIMM B MH(OPMAIIMOHHBIX CHUCTEMAaX IePCOHATbHBIX
JIaHHbBIX.

9.3.  Cyo6wexkr [1/IH MMeeT mTpaBO Ha 3aIUTY CBOMX ITPaB ¥ 3aKOHHBIX MHTEPECOB, B TOM UM CJIE
Ha BO3MellleHye YObITKOB U (MJIM) KOMITEHCAIIMI0 MOPaJIbHOTO Bpesia B CyIeOHOM MOpsIIKe.

9.4. CoTpyaHuKM opraHm3aluiu, JOMYIIeHHbIe YCTaHOBJIEHHBIM MOPSIIKOM K ITepCOHATbHBIM
IaHHbIM, BMHOBHbIE B HapyllleHUM HOPM, peryJMUpYIONMX ToJiydyeHre, OOpaboOTKy M 3alluTy
MePCOHAIbHBIX JAHHbBIX, HECYT MUCIHUIIIMHAPHYIO aAMMUHUCTPATUBHYIO, I'PaskIaHCKO-TIPAaBOBYIO WA
YT'OJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUM C 3aKOHOAaTe/IbcTBOM Poccuiickoit Denepariym.



