NH®OPMALIMOHHAA NMAMATKA
OnA OBYHAKOLWMXCA AnA PASMELLEHUA
HA O®OULUNATIbHbIX UHTEPHET-PECYPCAX

C KkaxgblM rogoM MONOAEXN B UHTEPHETE CTaHOBUTbLCA Oornblue, a LIKOJNbHUKM OAHWU U3 CaMbiX aKTUBHbIX
nono3opartene PyHeTa. Mexagy TemM, NOMMMO OFPOMHOMO KONMYECTBA BO3MOXHOCTEW, WHTEPHET HEeceT MU
npobnembl. ATa NamsaTKa gOMKHa Nomo4yb Tebe 6e3onacHo HaxoaUTbLCH B CETH.

KOMI'IbIOTeprIe BUPYCbI

KomnbloTEPHBIA BUPYC - 9TO Pas3HOBMAHOCTb KOMMbLIOTEPHBIX MPOrpamm, OTIAMYUTENbHON OCOBEHHOCTBIO
KOTOpPON $BMSIETCS CMOCOOHOCTb K pasMHOXeHuo. B gononHeHue K 3TOMY, BMPYCbl MOTYyT MOBpeauTb Wnn
MOMHOCTbI YHUYTOXUTb BCe (pannbl M AaHHble, NOAKOHTPOSbHbIE MONb30BaTEN0, OT MMEHM KoToporo Gbina
3anyLlieHa 3apaxeHHas nporpaMmma, a Takke NoBpeauTb NN JaXe YHUYTOXUTb ONepauuoHHY0 CUCTEMY CO BCEMMU
¢annamm B uenom. B 6onblIMHCTBE CyvyaeB pacnpoCTPaHATCS BUPYChl YEPE3 UHTEPHET.

MeToabl 3aLmTbl OT BpEOOHOCHbLIX NPOrpaMm:

1. Wcnonb3yih coOBpeMEHHble OnepauuoHHble CUCTEMbI, WMEKLIME Cepbe3Hbll YpOBEHb 3aluTbl OT
BPEAOHOCHbIX NPOrpamm;

2. lMocTosHHO ycTaHaBnmBan nayvyt (LudpoBble 3annaTkv, KOTOPble aBTOMaTU4eCKM YCTaHaBNMBAaKOTCH C
Luenbio gopaboTku nporpammbl) U Apyrve oBHOBNEHMSA CBOeW onepaumoHHOW cucTembl. CkaumBan KX TOMbKO C
othmumnansHoro canta pa3pabotynka OC. Ecnu cylwecTByeT pexvm aBTOMaTUYecKkoro 0OOHOBIEHWS, BKITIOYN €ro;

3. PaboTan Ha cBoeMm KOMNbOTEPE NOoA npaBaMu nosnb3oBaTtesid, a He agMUHUCTpaTopa. 3OT0 He no3BoNUT
6OJ'IbIJJI/IHCTBy BPeAOHOCHbIX nporpamMm MHCTaNMMpoBaTbCA Ha TBOEM NepCoOHarIlbHOM KOMMbIOTEPE,

4. Vcnonb3yh aHTMBUPYCHblE MpOrpaMMHble NPOAYKTbl M3BECTHbIX MPOWM3BOAUTENEN, C aBTOMaTUYECKUM
obHoBneHnem 6as;

5. OrpaHnyb 13nN4ecKnin 4OCTYN K KOMMNbIOTEPY OISl MOCTOPOHHUX JULL;

6. Micnonb3yn BHeLWHWE HOCMTENW nHopMaummK, Takne Kak drewuka, AUCK unu ann n3 nHTepHeTa, TonbKo
13 NPOBEPEHHbIX NCTOYHWKOB;

7. He oTkpblBa KOMMbIOTEPHbIE halnbl, NOMy4YeHHble U3 HeHadeXHbIX UCToYHuKOB. [axe Te hannsl,
KOTOpbIe Npucnan TBOW 3HAKOMbIN. Jlydlle yTOYHWU Y Hero, OTNpaBnsan nm oH Tebe umx.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepepayn OaHHbIX, HE TEXHOMOrusi, a Bcero nuwb G6peHn, mapka. Ewe B 1991 rogy
HuaepnaHackas KomnaHws 3apeructpupoBana 6peng "WECA", yto ob6osHayano cnosocodeTaHve "Wireless
Fidelity", koTopbIi nepeBoanTca kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpeBuaTypa, KOTOpas SABMSETCS TaKOW Xe TexHomorven. 310
abbpesunaTtypa "Wi-Fi". Takoe Ha3BaHue ObINO 4aHO C HAMEKOM Ha CTaHAapT BbiCLUEN 3BYKOBOWM TexHukn Hi-Fi, 4to
B NepeBoe 03Ha4vaeT "BblCOKasi TOMHOCTbL".

Ha, BecnnatHbIn MHTEPHET-AOCTYN B Kade, OTENAX U asponoprax SBASETCA OTAMYHON BO3MOXHOCTbLHO
BbIXO[a B UHTEPHET. HOo MHOrMe akcnepTbl cunTaroT, 4To obwenoctynHble Wi-Fi ceTu He aBnatoTca 6e3onacHbIMu.

CoBeTbl N0 6e3onacHocTH paboThbl B 06LeAoCcTyNHbIX ceTax Wi-fi:

1. He nepepaBan cBOO nu4Hylo uWHopmaumio 4Yepes obwepoctynHele Wi-Fi cetn. Pabotas B HuX,
XenaTenbHO He BBOAUTb NMaponiv JOCTYNa, JIOTMHBI U Kakne-TO HOMepa;

2. Vicnonb3yi 1 0GHOBNAN aHTUBUPYCHbIE NporpaMMbl M GpaHamayep. Tem cambiM Tbl 06e3onacuilb cebs oT
3aKayku BUpyca Ha TBOe YCTPONCTBO;

3. Mpu ncnonbsoBaHum Wi-Fi oTkntoun dyHkumio "O6wmn goctyn k dbannam v npuHtepam”. JaHHas yHKuns
3aKpbiTa MO YMOMYaHWI0, OOHAKO HEKOTOpble Mofb3oBaTeny akTUBMPYIOT ee And yaobcTBa MCMONb30BaHUSA B
paboTe nnm yyebe;




4. He ncnonb3yn nybnuyHeii WI-FI ang nepegaym nuyHblX AaHHbIX, HANpUMMep Ans BbIXoAa B couManbHble
CETUW UIN B 3NEKTPOHHYIO MOMTY;

5. Ncnonb3yn Tonbko 3awmuieHHoe coeguHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-aagpeca
BBOAWM UMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmnoum dyHkumo "MogkniodeHve k Wi-Fi aBTomatnuyeckun”. He ponyckan
aBTOMAaTMYECKOro MOAKIYEHNsT ycTponcTBa k ceTam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CeT aKTUBHO BXOOAT B Hawy XW3Hb, MHOrne nwaun p860TaI'OT N XMBYT TaM NOCTOAHHO, a B
Facebook YXe 3apernctpmnpoBaH murinnap 4erioBek, 4YTo ABIAEeTCA OAHOW CceObMOKM BCEX XUTenen nnaHeThbl.
MHorne nonb3oBaTenn He MOHUMAIOT, YTO I/IHd)OpMaLI,VIﬂ, pasmelleHHaa MMM B coumnalibHbIX CeTdAX, MOXEeT ObITb
HangeHa n Ncnosb3oBaHa Kem yrogHo, B TOM 4ucne He obs3arenbHo ¢ Gnarnmu HaMepeHnamMmun.

OcHOBHble COBEThLI M0 6e30MacHOCTU B COLMArbHbIX CETAX:
1. OrpaHnyb CNNCOK apy3ei. Y Tebs B Apy3bsiX HE AOIHKHO ObITb Cry4aiHbIX U HE3HAKOMBbIX J0AEN;

2. Bawwan cBok YacTHyH Xu3Hb. He ykasbiBai naponu, TenedoHbl, agpeca, AaTy TBOEro poxaeHus u
APYTYHO MUYHYI0 MHGOPMaLUo. 3MoyMbILLIIEHHUKU MOTYT UCMOSb30BaTh AaXe MHPOPMaLMIo O TOM, KaK Tbl 1 TBOU
poauTenu NnaHupyeTe NPOBECTM KaHWKYIbI;

3. 3alwumiuain cBo penyTauuio - IepXu ee B YNCTOTe U 3aaaBsaii cebe Bonpoc: xoTen Gbl Thl, YTOGLI Apyrue
nonb3oBaTenu BUOenu, YTo Tl 3arpyxaells? Mogymaii, npexae Yem YTo-To onybnvMkoBaTh, HanucaTb U 3arpysuThb;

4. Ecnv Tbl rOBOPULLb C NIOAbMUW, KOTOPbIX HE 3Haellb, HEe UCMOMb3yi CBOE pearibHoe UMS U OPYryo NINYHYIO
NHOpMaLMK; UMSI, MECTO XXUTENbCTBA, MECTO Y4ebbl U NPOYeEE;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306pakeH Ha MEeCTHOCTM, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMOSIOXEHUE;

6. Mpu peructpauum B coumnanbHOM ceTn HeobxoaMMO UCNONb30BaTh CIIOXHbIE NApONnn, COCTosALMnE U3 OyKB
N UMdP ¥ C KONMYECTBOM 3HAKOB He MeHee 8;

7. [Ins coumanbHOM ceTn, NOYTbI U apyrux caToB He0BX0AMMO MCMONb30BaTb pa3Hblie naponu. Torga ecnu
Teba B3nomatot, TO 3M10yMbILUNEHHUKK nonydaT AOCTyn TOJ1bKO K OAHOMY MECTY, a He BO BCe Cpasy.

aﬂeKTpoHHble AeHbrn

SJ'IeKTpOHHbIe OEHbIN - 3TO O4YEHb yﬂ,06HbIl7I cnocob nnartexen, ogHako CyleCTBYHOT MOLUEHHUKN, KOTOPbIE
XOTAT NONY4YNTb 3TU OAEHbIN.

aﬂeKTpOHHble OeHbrm noasunncb coecemMm HegaBHO M MMEHHO M3-3a 3TOrN0 BO MHOIMMX rocygapcresax oo Cux
nop He NponncaHo NpPo HUX B 3aKOHax.

B Poccum e OHU (DYHKUMOHUPYIOT U O HUX YKE MPOMMCaHO B 3aKOHe, rae WX pasgensitoT Ha HEeCKOJbKO
BVOOB - @QHOHUMHbIE M HE aHOHUMHblE. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaercs
npoBoguTb onepauum 6e3 nageHTudrkaumnm nonb3oBaTensi, a B HEAHOHMMHbIX MAOEHTUMUKALMA Nofb3oBaTens
ABnsieTcsa obA3aTenbHON.

Takke cnegyeT pasnuyaTb SMEKTPOHHblE puaTHble OeHbrM (PaBHbl FOCY4APCTBEHHbIM BanoTam) U
3MNEKTPOHHbIE HedUATHbIE AeHbMN (HE paBHbI FOCY4apCTBEHHbLIM BanoTam).

OcHoBHble coBeTbl N0 Ge3onacHom pa60Te C 3J1eKTPOHHbIMU OEeHbramMmu:

1. NpuBSHKM K cHETY MOOWMbHBIN TeNedOoH. ITO camblii YAOOHbIV U ObICTPbIN cnocob BOCCTaHOBUTbL AOCTYN K
cyeTy. MpuBaA3aHHbIV TenedoH MOMOXET, ecnu 3abydellb CBOM MnaTEXHbI Naponb WUnu 3aigellb Ha CanT C
He3HaKoOMOro YCTPONCTBA;

2. Vcnonbayin oaHopasoBble naponu. Mocne nepexoda Ha ycuNeHHyl aBTopusauuio Tebe yxe He Gyaet
yrpoXaTb OMNacHOCTb KpaXku UNu nepexeara nraTexHoro napons;




3. Bbibepu cnoxHbln naponb. [pecTynHukam OyaeT He MpPOCTO yragaTbh CrOXHbIA naponb. HapexHble
naposnu - 3To Naposn, KOTopble coaepkaT He MeHee 8 3HaKOB M BKITOYaOT B ce0s1 CTPOYHbIE Y MPONUCHBIE BYKBbI,
UMcpbl U HECKONMbKO CMMBOMOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNMUATENbHbIA 3HAK M T.N. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NIMYHbIE OaHHbIE HA calTax, KOTOPbIM HE AOBEpPSELLb.

OneKTpoHHasA noyTta

OneKkTpoHHas no4yta - 3TO TEXHOMNOrMs U MpefoCTaBMsieMble €K YCNyrn no nepechbinke U MNonyyeHuto
AMEKTPOHHbLIX COOBLLEHUI, KOTOpble pacnpeaensioTcss B KOMMNbIOTEPHOM ceTU. OObIMHO 3MEKTPOHHLIA MOYTOBbLIN
AWK BbIMSAAUT crefylowmM o0pa3oM: MMsi_Monb3oBaTendA@uMs_[AOMeHa. Takke Kpome nepedayvy npocToro
TeKcTa, UMeeTcs BO3MOXXHOCTb nepeaaBaTb alinbl.

OcHoBHble COBETHI Mo 6e3onacHoi paboTe ¢ 3NeKTPOHHOW NMOYTON:

1. Hapo BbiGpaTb npaBumbHbIA NOYTOBLIN CepBUC. B WHTepHeTe eCcTb OrpomHbIn BblIGOp BecnnaTHbIX
MOYTOBBLIX CEPBMCOB, OAHAKO fyylle JOBEPATb TEM, KOrO 3HA€ELLb U KTO MEPBLIA B PEATUHTE;

2. He ykasblBan B JMYHOW MNOYTEe JNNYHYD  WHopmaumio. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbIi_daHat@" nnm "pok2013" BmecTto "temal3";

3. cnonbk3yi gByxaTanHylo aBTopu3aumio. ITO Koraa NoMMMO Maposist HYKHO BBOAMTb KOZ, NPUCHINAeMbIit
no SMS;

4. Bbibepu crnoxHbIn naponb. [0ns kaXxaoro No4ToBOro siluka OOMKeH ObiTb CBOM HAAEXHbIN, YCTONYMBBLINA K
B3MOMY Naporkb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHbIV BOMPOC, NCMOMb3yW 3Ty BO3MOXHOCTb;

6. Micnonb3ym HeCKONbKO NOYTOBBIX ALIMKOB. [lepBbli ANA YaCTHOW Nepenucku ¢ agpecatamu, KOTOPbIM Thbl
AoBepsiellb. ITO ANEKTPOHHbIV agpec He Hago UCMOoNb3oBaTh NPW perncTpaunmn Ha hopymax u canTax;

7. He oTkpbiBan thannbl 1 gpyrve BAOXEHUs B NMCbMax, Aaxe eCrnv OHW MpULLAW OT TBOMX Apy3en. Jlydwe
YTOYHW Y HUX, OTNPABNSANM N OHW Tebe aTn dannsl;

8. Mocne okoHYaHusa paboTbl HA NOYTOBOM CEPBUCE NMEpPes 3aKpbiTUEM BKIAaAKM C CAWTOM He 3abyab HaxaTb
Ha "Bbintn".

KMGepGynnuHr unu BupTyanbHoe nsgeBatenbCTBO

KM6ep6y1'IJ'IVIHF - npecnegoBsaHne Ccoo0bLLEHMAMM, coaepxawunvmn OCKOp6J'IeHVIﬂ, arpeccuro, 3anyrmBaHue;
XynuraHcTBO, couunarnbHoe 6OVIKOTVIpOBaHVIe C NOMOLLbIO pa3fnNYHbIX MHTEPHET-CEePBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynnMHrom:

1. He 6pocavics B 60i. Jlyqywmii cnocob: nocoBeToBaTbCs Kak cebsi BECTU M, ECNN HET TOTO, K KOMY MOXHO
06paTuTbCs, TO BHayane ycrnokoutbcs. Ecnu Tbl HauHeLWb oTBeYaTb OCKOPOGNEHMAMM Ha OCKOpPOeHMs, TO TOMbKO
ewle 6onblue pasoxoKellb KOHQIMWKT;

2. Ynpasnsn cesoen knbeppenytaumven;
3. AHOHMMHOCTb B ceTh MHUMas. CyLLecTBYIOT CNOcobbl BbISCHUTb, KTO CTOMT 328 @HOHUMHbBIM aKKayHTOM;

4. He cTouT BEcTu XynuraHckui obpas BMpTyanbHOW XM3HWU. IHTepHeT dukcupyeT Bce TBOU OENCTBUSA U
coxpaHsieT ux. Yganutb ux 6ygeT kparHe 3aTpygHUTENbHO;

5. Cobniogan cBol BUPTYarbHYH YECTb CMOSIOAY;

6. WrHopvpyit eamHWYHbIN HeratuB. OOHOpa30Bble OCKOPOUTENbHLIE COOGLLEHMST Nyylle UrHOPMPOBAaTb.
O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaany;

7. baH arpeccopa. B nporpammax ofmeHa MrHOBEHHbIMWU COOOLLUEHWAMW, B COLMAmNbHbIX CETHAX €CTb




BO3MOXXHOCTb GIIOKMPOBKU OTNPaBKM COOBLLEHWIA C OnpeaeneHHbIX afpecos;

8. Ecnu Tbl cBMAaeTenb knbepOynnuHra. TBOU AeNCTBUS: BbICTYNUTL NPOTUB NpecrefoBaTensi, nokasaTtb emy,
4YTO ero AeWCTBUS OLIEHUBAKOTCH HeraTMBHO, MOAAEPXKaTb XEPTBY, KOTOPOM HYXKHA MCUMXONornyeckasi NomoLLb,
cooBLWUTL B3pOCTbIM O hakTe arpecCMBHONO NOBEAEHNS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl 1 NMaHWweThl coagepxat B cebe BNomnHe B3pocnbin YHKUMOHAMN, U Tenepb OHU
MOrYT KOHKYpUpOBaTb CO CTauWOHapHbIMK KOMMbloTepamn. OgHako, CPeAcTB 3alumThbl Ang noAobHbIX YCTPOWUCTB
noka o4YeHb Mano. TeCTMpoBaHUe U NOUCK YA3BUMOCTEN B HUX MPOUCXOOMUT He Tak MHTEHCUBHO, kak ans MK, 1o xe
camoe KacaeTcsi U MOBUITbHbBIX MPUIOXEHWUNA.

CoBpeMeHHble MOOWMbHble Opays3epbl yXe MpakTUYecku [AOrHanyM HacTofbHble aHanorn, Oo[Hako
pacwmpeHue yHKUMOHana BriedeT 3a cobor BOMbLUYIO CIOKHOCTb Y MEHbLLYHO 3aLLULLEHHOCTb.

laneko He Bce MPOM3BOAMTENN BbIMYCKalOT OGHOBMEHMS, 3aKpblBalOLME KPUTUYECKUE YA3BMMOCTU ANS
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUIBHOMO Teﬂe(bOHaZ

Huyero He saBnseTca no-Hactoswemy OGecnnatHeiM. Byab octopoxeH, Bedb korga Tebe npepnaratoTt
6ecnnaTtHbIVi KOHTEHT, B HEM MOTYT BbITb CKPbITbI KaKMe-TO NnaTHbIe YCyru;

Oymai, npexae yem otnpaBute SMS, doto unu Buaeo. Tbl TOYHO 3HaEllb, rae OHWM GyayT B KOHEYHOM
ntore?

Heobxoanmo o6HOBMSATL ONEpPaLMOHHYHO CUCTEMY TBOEro CMapT(OHa;
Mcnonb3yi aHTMBUPYCHbIE NpOrpaMmbl Ans MOBUIbHbBIX TenedgoHOoB;

He 3arpyxaii npunoxeHusi OT HEW3BECTHOrO WCTOYHMKA, Bedb OHW MOrYT cofepxaTb BpeAoHOCHOe
nporpaMmmHoe obecnedeHue;

MMocne TOro Kak Thbl BbldeLwb C canTa, rae BBOAWI MNUYHYI0 MHOpMaLmnio, 3angn B HaCTPOnKM Bpaysepa u
yaanu cookies;

I'Iepmop,mqecm HpOBepFIVI, Kakue nnatHble YCIyrn akTuBMpoBaHbl HA TBOEM HOMEPE;

[aBan cBon Homep MOBUITbHOrO TenedoHa TOMbKO NI0ASAM, KOTOPbIX Thl 3HaELUb U KOMY AOBEpPSELLb;

Bluetooth gomxeH GbITb BbIKITIOYEH, KOr4a Tl UM HE Nonb3yellbca. He 3abbiBan MHoraa npoBepsitTb 3TO.
Online urpbl

CoBpeMeHHble OHMaNH-Urpbl - 3TO KpPaCOYHble, 3axBaTbiBalOLiMe pasBrieyeHusl, OObEeAVHSIIOLME COTHM
ThICSIY YenoBek Mo Bcemy mupy. Urpoku mnccrnedyoT AaHHbIM UM MUp, obLliarTcs Apyr C APYroM, BbIMOMHSOT
3a/laHusi, CPaKaKTCA C MOHCTPaMU 1 NonyyaroT OnbIT. 3a yA0BONbCTBME OHM NAATAT: MOKYNalT ONUCK, ONnavynsBaT
aboHeMeHT nnm NpuobpeTarT Kakne-To onuuu.

Bce atm cpeactBa vayT Ha noAadepXaHuMe M passBuMTME Urpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbI aBTOpPM3aLMK, BbIMycKaloTCs HOBble NaTyu (UMdpoBble 3annaTku Afs nporpamm),
3aKpbIBaAOTCS YSI3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTouT onacaTtbCA HEe CTOJIbKO CBOMX COMNEpPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOpPOM OCHOBaHa cuctemMa aBTopusauunm SonblUMHCTBA nrp.

OcHoBHble COBeThI MO 6e30MacHOCTV TBOEIO UIPOBOMO akKayHTa:

1. Ecnu apyroi urpok BedeT cebsa nnoxo unu cosgaeT Tebe HenpusaTHOCTW, 3abnokupyin ero B crincke
UrPOKOB;

2. Flo>|<any|7|c;| agMUHUCTpaTopaM Urpbl Ha nyioxoe nosegeHne 3Toro Urpoka, xXenartesibHO NPUIoXnTb Kakme-




TO JOKa3aTenbCTBa B BUAE CKPUHOB;
3. He ykasbiBan nn4yHyo MHopmMaumio B npocpainne mrpbl;
4. YBaxaw Apyrmx y4acTHUKOB MO UIPeE;
5. He yctaHaBnuBamn HeodmumanbHble Natyn u Moapl;
6. Vicnonb3yii CNnoxHble 1 pa3Hble Naponu;

7. Jaxe Bo BpeMA Urpbl He CTOUT OTKIHYaTb aHTUBUPYC. Moka Tbl nrpaeullb, TBOM KOMMNbOTEP MOIYyT
3apa3nTb.

DULIMHT UMK KpaXka FINYHbIX AaHHbIX

OObI4HOM Kpa>|<el7| AgeHer n OOKYMEeHTOB cerogHd yxe HWUKOro He yamBullb, HO C pa3BUTUEM UHTEpPHEeT-
TEXHOMOornm 3JTI0YMbILUNTEHHUKN NepeMEeCTUITINCb B MHTEPHET, N NpOAOJIKAKT 3aHMMAaTbCA "NMobrumMbIM" Aenom.

Tak nosiBunacb HoBasi yrpo3a: UHTEPHET-MOLLEHHNYECTBA UNW OULLMHT, FNaBHas Lernb KOTOPOro COCTOWT B
nonyyYyeHun KoHduaeHUManbHbIX AaHHbIX MOMb30BaTenen - NOrMHOB 1 naponen. Ha aHrnmnckom sAsbike phishing
ynTaeTca kak puwnHr (ot fishing - peibHas noBns, password - naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLIMHIOM:

1. Cnegm 3a cBomMM akkayHTOM. Ecnn Tbl nogospeBaellb, YTO TBOS aHKeTa Obina B3nomaHa, To Heob6xoanmo
3abnokupoBaTh €€ 1 COOOLMTb agMUHUCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. |/|CﬂOﬂb3yI7I Oe3onacHble Beb-calTbl, B TOM YncCre, MHTEPHET-MarasmHoB 1N NMOUCKOBbIX CUCTEM;

3. Vicnonb3ayii cnoxHele n pasHble naponu. Takum obpasom, ecnv Tebs B3NOMAaloT, TO 3MOYMbILIMEHHWKN
nony4aT AOCTYN TOSbKO K OOHOMY TBOEMY NPOUIIIO B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To Heo6Xxo4MMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble Ao6aBneHbl y Tebs
B OPY3bsX, O TOM, 4YTO Tebs B3romManu 1, BO3MOXHO, OT TBOEro MMeHn GydeT paccbinaTbCA CNam WM CCbIMKU Ha
PULLNHIOBbBIE CanThl;

5. YctaHoBM HagexHblvi naponb (PIN) Ha MOBUnbHBIN TenedoH;
6. OTknoum coxpaHeHne napons B 6paysepe;

7. He oTkpblBan channsl 1 Apyrne BrOXeHUA B NUCbMax, Jaxe eCcriv OHW NpuLnu oT TBoux Apysen. Jlydwe
YTOYHW Y HUX, OTNPABMANM N OHKU Tebe 3T hannbl.

LUncdposas penyrauus

LindppoBas penytaums - 3T0 HeraTMBHas Unun NO3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtumpytowas
nHdpopmMaLms, pasMeLleHHasa B MHTEpHeTe, MOXEeT cepbe3HbiM 06pa3oM OTpasnTbCH Ha TBOEW pearnbHOW XU3HW.
"Undposas penytaumsa” - 9To TBOW UMUK, KOTOPbIN hopmMupyeTcs M3 nHdopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XWTEenbCTBa, yqe6b|, TBOE (*)VIHaHCOBOG nonoxeHune, ocobeHHoCTn Xapakrtepa U pacckasbl O
OGnM3KKNX - BCe 3TO HaKannnMBaeTcsl B CETU.

MHorve nOApPOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHoW uHdopmaumm B WHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeaCcTBMI. Thl JaXe He CMOXellb JoragaTbCs O TOM, YTo poTorpadus, pasmelleHHasa 5
neT Hasaf, cTana npuU4MHOM OTKasa NpUHATL Tebs Ha paborTy.

KomMeHTapuu, pasmMelleHve TBoux doTtorpaduii n gpyrue AeicTBUSA MOTYT HE MCYE3HYTb Jaxke Mnocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3HaelWb, KTO COXpaHuI 3Ty MHopMaumio, nonarna fm oHa B MOUCKOBbIE CUCTEMbI U
COXpaHunach N OHa, a rMaBHOoE: YTO NogyMaroT 0 Tebe oKpyXKalLLme noan, KOTopble HAaNayT U yBUAAT 310. HanTtu
MHGOPMALIMIO MHOTO NET CNYCTA CMOXET fobon - kak u3 Aobpbix NobyXaeHun, Tak 1 C HaMepPeHeM NMPUYUHUTL
Bpen. ATO MOXeT ObITb KTO YroAaHO.

OcHOBHbIe COBETHI MO 3almTe LMPOBON penyTaumm:




1. MNogyman, npexzae Yyem 4TO-TO Ny6nNuKoBaThb U Nepenasath y cebs B 6riore unu B coumansHON ceTu;

2. B HacTpoWikax npoduns yCTaHOBM OrpaHMYEHUsI HAa MPOCMOTP TBOEro MpodUns U ero CoAepKUMOro,
caenaw ero Tonbko "onsa gpysen”;

3. He pasmelnan n He ykasblBa MHOPMALMIO, KOTOpPas MOXET KOro-nmbo ockopbnaTe unm obuxatsb.

ABTOpCKOE NpaBo

COBpEMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOJib30oBaTesn LI,VICprBOI'O NnpoCTpaHcTBa. OpHako paneko He Bce
3HaKT, YTO NOoNb3oOBaHWEe MHOIMMMU BO3MOXHOCTAMU Ll,VI(prBOFO Mupa Tpe6yeT cobnoaeHns npae Ha
MHTENNEeKTyallbHYHO COBCTBEHHOCTb.

TepMuH "MHTennekTyanbHas COOBCTBEHHOCTb" OTHOCUMTCA K pasfnM4YHbIM TBOPEHMSIM YENOBEYECKOro yma,
HauMHas C HOBbIX M30OpETEHUN N 3HAKOB, 0603HAYaOLLNX COBCTBEHHOCTb Ha MPOAYKTbI U YCNyru, U 3akaHyuBasi
KHuramu, otorpadmsamm, KUHOPUIIbMamMm 1 My3blkanbHbIMU NPOU3BEAEHNAMMU.

ABTOpCKUWe Npasa - 3TO NpaBa Ha MHTENNeKTyanbHylo COBCTBEHHOCTb Ha NPOU3BEOEHNS HaYyKn, nuTepaTypbl
N UcKyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTMKM TOrO, YTO MHTENMEKTyarnbHbIN/ TBOPYECKUI TPyS
aBTopa He OyaeT HanpacHbIM, acT eMy CnpaBeafvBble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero Tpyaa,
nony4nTb W3BECTHOCTb W Mpu3dHaHue. HukTo ©e3 paspelleHuss aBTopa He MOXeT BOCMpOU3BOAUTL €ro
npoussegeHve, pacnpocTpaHaTb, NyOnNnYHO AeMOHCTPUPOBAThL, NpodaBaTtb, MMMOPTUPOBATL, NyckaTb B MpoKar,
Ny6nnYHO MCNONHATL, NOKa3bIBATL/MCMONMHATL B 3dhmpe nnm pasmewlatb B VIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
AaHHbIX K TBOMM akkayHTam Ao GrokvpoBKM TBOEro YCTPOMCTBA, FAe YCTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takke 3abbIBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnartHble MPorpaMMbl, KOTOPblE MOXHO HAWTU B CETMU.

O nopTtane

CeTeBMYOK.pp - TBOW IMaBHbIi COBETYMK B CeTU. 3[4ecb Tbl MOXEWb Yy3HaTb O Ge3onacHoCcTU B ceTu
MOHATHLIM W OOCTYMHLIM A3bIKOM, a MPY BO3HUKHOBEHUW KPUTUYECKON CUTyaLumn 06paTUTbCS 3a COBETOM. A Takke
MPUHATB y4acTue B KOHKYpcax U CTaTb CaMbIM LIMAPPOBbLIM rpaxaaHuHom!




